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Why Open Source?

e Reclain research and developm entto universities etc
e To be apartin the developm ent loop

e Open forw de collaboration
N o nationalboundaries
N o organizationalboundaries

» Easy experm entation to prototype new deas
N extG eneration Intemettake-off
O ther deasw e can teven think of rightnow



Why Open Source?

e Possibilities for superior quality
W ork can be review ed by m any people

* Very fastdevelopm entcan be achieved

e Pmocess can be ndependent firom business orpolitics
e N on-discrin nate

e Eoconom ical possibilities

e Idea started m com puter science



Relation to Open Source

Y ourare getting otherpeoplkswork for*fiee”
Respect

e O pen Source does notw ork w ithoutcontrbutions
C om pare a relay race.Reuse and recycle w oxk.

* O pen Source has strong m om entum
Busmessm odels are developed etc



Open Source Networking Now

» Interesting suitable hardw are
Technologxal breakthmough
M uli-Core CPU , othersilicons
FberO ptics
Fastbuses PC IEXpress

e There are mteresting applications

* Open source O S hascom e a ongw ay



Open Source Competitors

e M IT click m odular mouter
* Berkeley,CA
XORP

* Vyatla



Over 10 years In production

UU facts

Dual ISP BGP connect GIGE
Local BGP peering GIGE
Ipv4/Ipv6

OSPFv2/OSPFv3

netfilter

Cisco 6500

10g planned.



Over 10 years in production

BGP topology at Uppsala University

ockholm

Full Internet routing
EBGP/IBGP ipv4 ipv6

Bifrost Release

' DMZ
L.ocal BGP peering

Internal
OSPF-Net




Over 10 years In production

 Three m apr mstallations

eUU cormuterstowards SUNET
e UU StudentN etw ork 30 000 students
* ip sunetse




Over 10 years in production
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Over 10 years in production
Student Network Core Router
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Over 10 years In production

Student Network facts

Dual ISP BGP connect GIGE
Local BGP peering GIGE
Ipv4d

OSPFv2

xxX netfilter rules
netlogin-service at premises

10g planned.
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IP-login installation

at Uppsala University
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Testing, Verification
Development & Research

e Started outas sm ple testing.

e Curost

e Relatwely

freedom , the Xdea

y7, 0 pen Source, C ollaboration

D Use h own

Tastmichire.N o need forext

]

e O S w as nmtended fordeski

emal fiinding.

OpS.



Testing, Verification
Development & Research

N o0 need fortestnetw ok .W e could testin own
nfrastructure. (O rSLU )

Problam orented vs Proectoriented

W e could w ork on com plicated issues
e NAPI3years

* pkigen 2years

e fib tre lyear

. TRTA SH lyear




Building Blocks

H ardw are:
PC
M otherbord/CPU M en ory
N etw ok Interfaces
GIGE/IOgW Fietc
Softw are
O perating Systam
Linux/BSD M icrosoft
A pplications
Routing D aem ons
Quagga/XORP

P-login/hetlogon
N etw ork

C able, F 1ber, C opper
Equiom ent, Sw itches



Flexible netlab at Uppsala
University

El cheapo-- High customable -- We write code :-)

Ethernet Ethernet
device
P e

* Raw packet performance
*TCP

* Timing

* Variants
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Notorwere blkssed




Bifrost concept

> Linux kernel collaboration

> Performance testing, development of tools
and testing techniques

> Hardware validation, support from big
vendors

> Detect and cure problems in lab not in the
network Infrastructure.

> Test deploy (Often in own network)
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Overall Effect

> Inelegant handling of heavy net loads

> System collapse

> Scalabiity affected

» System and number of NICS

> A single hogger netdev can bring the system to its
knees and deny service to others

Summ ary 2 4 vs feedback

10 20 30 40 50 60 70 80 90 100

March 15 report on lkml
Thread: "How to optimize routing
perfomance"

reported by
Marten.Wikstron@framsfab.se

- Linux 2.4 peaks at 27Kpps

- Pentium Pro 200, 64MB RAM



mailto:Marten.Wikstron@framsfab.se

A high level view of nhew
system

Interupt Polling area

S = > <

> P packets to deliver to the stack (on the RX erJ;g)
2Horizontal line shows different netdevs with different 1
2>Area under curve shows how many packets before next
2 Quota enforces fair share



Kernel support

NAPI kernel part was included in:
2.5.7 and back ported to 2.4.20

Current driver support:

e1000 Intel GIGE NIC's

tg3  BroadCom GIGE NIC's
di2k D-Link GIGE NIC's
tulip (pending) 100 Mbs



latency in nanosec

Cache effect/Performance

lat mem rd result=s w.

stride 128
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Cache effect/Performance

Cache lne 32— 128 bytes

O ptan ize struct for cache and m ultjprocessors
usage

PID even worse then cachem iss

PID READ stallsCPU

PID W RITE can be posted

DM A ocop¥esof daa nmtoRAM

D oes prefetch solve problam s?



A new network symbol has been seen...

The Penguin Has Landed




Forwarding
performance

Lnux forwardng mte atdifferentpktszes

Lihux 2,558 UP kb recyclng 1.8 GHz XEON
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500 B Thmwoughput

kpps

400
300
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packetsxze

Fills a GIGE pipe -- starting from256byte pkts



Other activities
informal linux agenda

Ericsson is willing to open patent for Linux
Jamal have the contacs via Ericsson Montreal

DaveM has discussions with Washington university
about who is willing to grant another patent for use
with Linux

Discussed LC-trie with Alexey Kuznetsov.

LC-trie investigations. Got GPL from authors.



700
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500 -

400+

300~
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100~

fib trie pertormance
comparison

forwarding kpps

Linux 2.6.16 1 CPU used(SMP) Opteron 1.6 GHz €1000

fib_hash fib_trie

Preroute pathes to disable route hash

B dsh hash

B 5 r single flow
LI5rrDoS
[1123kr rDoS




32/64 bit || sizeof(sk buff)

sizeof(struct sk_buff) relative forwarding

Gce 3.4 x386 64 vs 1686 on same HW



ipvo performance

Forwarding kpps 76 byte pkt.
Linux 2.5.12 1 CPU(SMP) Opteron 1.6 GHz e1000

700
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0,

T-put

How rDoS work on sparse routing table?



Trash datastucture

hterestng novelapproc.Tre-Hash — Trash
W hen extending the LC e

Paperw ih Stefan N isson KTH

E xpois thatkeykn does notaffecttiee deepth
W e kngthen the so key itcan be bettercom pressed.

In pkm ented n Lnux forwardng patch as a
rephcem entto the oute hash.



Trash datastucture

C an do fullkey bokup. srcAdstsportdporthroto Af
etc and htersocket.

Foreven p6 w ih Iitel perfom nace degradaton

Coud be a canddate forthe grand unifed bokup
Fullfbw bokup can understand connectons.

Free fbw bggng etc

New garage colecton (GC )possbE.Active GC stated

AGC 1n the paper. Lsten to TCP SYN,FIN and RST
Show to be perform ance w nner.



Trash datastucture

Uppsala Unwersitetcore router

Flow lookup with production fraffic using 168 hit key <TRASH?
at Uppsala Universitet core router L-UUZ Mon 19«7 20BEE 18:0B - 16:84
samplerate 1-s-Min load approx. 128 kpps go-thresh=1086808 go-goal=584@

T
Tree awverage Depth
Tree max Depth

166 2aa 388 4688 aaa &aa
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Almost all...

OpenSource
bifrost
zebra/quagga
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